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ABSTRACT

Few people could have failed to notice two important trends over recent years, the
miniaturisation of electronic devices and the continued proliferation of the Internet. Itisa
natural step to integrate the two, fuelling the development of small, Internet enabled devices.
Whilst the oft-cited idea of an Internet Toaster may be somewhat whimsical, Internet

connectivity for home appliancesis rapidly becoming aredlity.

This report details the techniques involved in reducing the resource requirements of a
network stack implementation, thus allowing it to be embedded within asmall device. In
order to provide an understanding of the network requirements, relevant protocols are
presented and explained. Parts of an Internet Protocol stack have been developed, and a

working device produced.
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| NTRODUCTION

A concept recently introduced to the world of information technology is that of Pervasive
Computing [16]. The term pertains to the embedding of intelligent devicesin all aspects of
everyday life. The global demand for accessto information at any time, from anywhere, has
seen network connectivity added to everyday devices such as mobile phones, set-top boxes
and personal digital assistants (PDAS). To provide afully distributed service, each of these
devices requires connection to a ubiquitous network infrastructure. Such a network already
exists, in the form of the Transmission Control Protocol/Internet Protocol (TCP/IP)

internetwork, more commonly referred to as the Internet.

The Internet has become an integral feature of modern computing, carrying the vast majority
of todays data traffic. The only network similar in size to the Internet is the circuit-switched
telephone network, which could soon see areduction in usage due to migration of voice
traffic to 1P networks [2]. Experts estimate over half of large companies currently utilise some
form of 1P-based telephony, and this figure is expected to rise rapidly [3]. The desire for
functionality such asthisisfuelling further development of embedded network solutions. It is
estimated that by the year 2005, the number of embedded applications with the ability to

connect to the Internet will be larger than the number of PCs by a factor of 100 or more [7].

As the market for network enabled devices expands manufacturers are looking for methods of
alowing their product to connect to the Internet. But the design and realisation of an
embedded Internet Protocol (IP) solution isno small task, and many manufacturers are not
prepared to invest the money and time it would take to add this functionality. The ideal
solution is an intermediate device acting as a bridge between their product, and the

complicated protocols of the Internet.



Section 1.1 Project Aims

1.1- Project Aims
This project has been given the title (Network Connectivity for Embedded Systems[]

indicating there are two issues requiring clarification when defining project goals.

1. How is network connectivity defined?

To allow communication throughout heterogeneous networks, each device on the network
must be able to speak the same language. The common language of the global Internet is
defined as the Internet Protocol (1P), which must provide support for other members of the
TCP/IP suite.

The generic term TCP/IP refers not only to TCP and 1P, but awhole family of protocols, not
all of which need be implemented in a particular network stack. The only constituent of the
TCP/IP suite essential for networking adeviceis IP itself, though it is of little use without
additional protocolsto facilitate data exchange. The choice of protocol implementationsis

discussed in more depth in Chapter 2.

2. What is an embedded system?

An embedded system is one whose primary purpose is to control and monitor another device.

The device developed in this project is not intended to function as asingle unit (though it has
that ability), but rather to provide a service to another embedded device. Whether network
connectivity is to be added to a product retrospectively, or designed into it from day one, a
protocol bridging device can drastically reduce development time, as well as alleviating much
of the resource requirements from the application device. The diagram below illustrates this
relationship, although the bridging and application devices would usually be embedded within

asingle unit.

Simple Complex
protocols protocols

RS-232, SPI TCPNP

El« > Internet

application bridging
device device

Figure 1.1 OA protocol bridging device example



Section 1.2 Report Structure

1.2 - Report Structure
Thisreport takes the reader through the development process, from the initial idea through to
production and testing of aworking device. The solution involves both hardware and software

development, though the emphasisis strongly on software.

Chapter 2 gives details of the software and hardware technologies required to complete the
project. Parts of the TCP/IP stack are presented and their relative complexities discussed. A
brief background to PICmicofi microcontrollersis given. Existing TCP/IP implementations

are appraised.

Chapter 3 introduces various software and hardware development tools used throughout the

project to produce aworking example of theoretical concepts.

Chapter 4 details the software development process, paying particular attention to methods
employed to reduce the resource requirements of protocol implementations. Each protocol is
listed individually and its importance within the stack assessed.

Chapter 5 provides a discussion of issues raised before assessing project achievements. The
compatibility, functionality and performance of the device are presented. Possible future work

islisted.

Chapter 6 gives a concise view of the project.



BACKGROUND

2.1 - ThelLayered Model
In order to divide the tasks involved in implementing a network stack, networking protocols

are usually developed in layers, with each layer carrying out a specific function.

In the early 1980s, the International Standards Organization (ISO) specified an Open Systems
Interconnection (OSI) model. Its purpose was to provide a standard model for network stack
implementations to follow, assisting developers to produce universally compatible software.
The OSI model lists 7 layers within anetwork protocol stack; 1) Physical 2) DataLink 3)
Network 4) Transport 5) Session 6) Presentation 7) Application. Since its inception, the OSI
model has been widely dismissed as being unredlistic, though it is still widely used as a

practical model for understanding and developing network protocols.

Asthe TCP/IP protocol suite pre-dates the OSI model it does not fit well within the seven
layers. It is generally considered to be made up of four layers, with the upper layer
(Application) being roughly equivalent to the upper three layers of the OSI model, and the
lowest layer (Link) equivalent to the Data Link and Physical layers of the OSI model.

Application User processes

Transport End-to-end delivery

Networ k Local addressing and routing
Link Interface with physical media

Figure 2.1 OLayersof the TCP/IP stack

Each layer provides a service to the layer above, while utilising the services of the lower
layers. Every layer aimsto provide an additional level of abstraction from its neighbouring
layers; thelink layer is not concerned about the data within a datagram, just as the application
layer has no knowledge of network routing.



Section 2.1 The Layered Mode

When transmitting data, each layer of the protocol stack adds its own header containing
protocol specific information. Thisinformation is used by the corresponding protocols of the
destination host (and intermediary hosts, depending on their function) to make decisions asto

what to do with the packet.

Data Application
TCP or UDP Header Data Transport
IP Header | TCP or UDP Header Data Network
SLIP Header | IP Header | TCP or UDP Header Data SLIP Footer Link

Figure 2.2 OEncapsulation of a datagram

The diagram above illustrates the transition of a packet within a network stack. On reception
the packet travels from the bottom to the top, with each layer processing and stripping the

corresponding headers before moving the data to the next layer.

2.1.1 OPhysical Media

There are anumber of possible media types for making a network connection; Ethernet, RS-
232 serid line, Fiber Distributed Data Interface (FDDI), Token-ring. Each of these methods
requires alink layer protocol to encapsulate data when sending, and strip the encapsulation
when receiving. The link layer may also perform additional tasks such as address mapping,
message queueing, and integrity checking. In the four layered model the physical mediais
generally thought to be part of the same layer as the protocol which supportsit, and they are

usually implemented very closely.

The focus of this project is primarily on the Network and Transport layers, so asimple media
type and Link layer protocol are essential if fast progressisto be made. The most basic form
of network connection between two computers is over aseria cable. In its simplest form this

consists of only three wires; a ground connection, awire to send, and awireto receive [1].



Section 2.1.1 Physical Media

The nature of a connection with asingle serial cable allows a number of assumptionsto be
made about the properties of the network traffic it will convey, some of these assumptions can

simplify other aspects of design.

A seria cable connects one host directly to another, so it can be assumed all traffic leaving
one end of the connection is destined for the host at the other end - hence no form of physical
addressing isrequired. Serial cables are usually used over relatively short distances, so the
assumption is made that no data loss will occur and any data sent will arrive at its destination.
For similar reasons, no integrity checking is performed on received data. Though it is possible
to perform parity checking on RS-232 data, thisis usually disabled, leaving integrity checking
to upper layer protocols. RS-232 provides a full-duplex (asynchronous) connection, meaning
both hosts on the network can send and receive at the same time and there is no need to wait
for atransmit window before sending data. Finally, the RS-232 serial standard defines no data
format, with bytes being sent in a continuous stream. With no definite beginning or end to a

stream of data, there can be no limit to its length.

The simplicity of the RS-232 standard, and the availability of a serial port in most personal

computers, makes it an obvious choice for basic network media.

2.1.2-ThelLink Layer

The Link layer isthe lowest layer of the Internet Protocol suite. Its purposeisto send and
receive datagrams on behalf of the upper layers; to do this it must communicate directly with
the physical media. The RS-232 standard alone does not fulfill the requirements of the link
layer asit cannot deliver datato the IP layer in blocks (or datagrams). An intermediate
protocol must be used to convert the continuous stream of data into datagrams, with a defined
beginning and end. Fortunately, such a protocol has already been defined; Serial Line Internet
Protocol (SLIP).

SLIP encapsulates data within a header and footer, escaping specia characters within the data
stream where necessary. There is no real maximum size for a SLIP packet, though it is
recommended that an implementation be prepared to accept a maximum length of 1006 bytes,
and should not send more than 1006 bytes in a single datagram [6]. Thisfigureisreferred to
as the Maximum Transmission Unit (or MTU), and its value must be accessible to the upper
layers.



Section 2.1.2 ThelLink Layer

The key feature of SLIPisits simplicity, most of the work required can be done on-the-fly

generating very little overhead - both in terms of processor time and encapsulation.

‘ 0x8A ‘ OxE2 0xCo ‘ 0xA8 ‘ 0x01 ‘ 0x01 ‘

‘ 0xCOo ‘ Ox8A ‘ OxE2 0xDB ‘ 0xDC ‘ O0xA8 ‘ 0x01 ‘ 0x01 ‘ 0xCo ‘

Figure 2.3 - SLIP encapsulation

Figure 2.3 shows a section of an IP header before and after encapsulation by the SLIP layer.
The header and footer characters (0xCO) can be seen, aswell as an escaped character within
the byte stream. If an encapsulation character appears within the stream, it must be replaced
by two specia characters (similarly, if an escape character appears within the stream, this
must also be replaced). The example deliberately includes a special character that requires
escaping, but typical encapsultation overhead would be negligable.

2.1.3- TheNetwork Layer

The core component of the Network layer is the Internet Protocol. It is responsible for host-to-
host delivery, requiring it to perform network addressing and routing. Each host on an IP
network requires at least one uniquely identifiable address, and can optionally have several
addresses. |P must make decisions about which packets to accept, which to route, and which
to discard. The action taken is dependant on its configuration and standard rules defined in the
RFC [24]. Due to the nature of the Internet end hosts are typically not required to perform
routing, but the protocol implementation must have the ability to do so.

IPisalso required to perform a process known as | P Fragmentation. As stated in the previous
section, each Link layer protocol has alimit on how much data it can transmit within asingle
datagram, referred to asthe MTU. If IP wishes to send a datagram larger than this limit, it

must be split into smaller pieces.



Section 2.1.3 The Network Layer

When the IP layer receives a datagram to be transmitted it must check the size of the
datagram (plus I P header) against the MTU supported by the Link layer of the interface the
datagram is to be sent over. If the datagram exceeds this size it is split into a number of

fragments, each with their own | P header, and they are transmitted separately.

Certain fields of the IP header are used to indicate if a datagram is fragmented, and the order
they are to be reassembled. Intermediate routers treat each datagram as an individual packet,
but the destination host must reassemble the fragments and pass the entire reconstructed

datagram to the next layer.

IPitself has no method of reporting problems or generating diagnostic messages, for this
purpose it employs the services of Internet Control M essage Protocol (ICMP). Although
ICMP messages are carried within an |P datagram, ICMP is usually considered to be an
integral part of 1P, therefore part of the Network layer. The messages carried by ICMP are
usualy an error indication or information about the state of the network, to be passed to
another protocol, such as 1P or TCP. ICMP messages from routers tend to be areport of better
routes or network problems, while messages from end hosts are usually used for diagnostics

or to report that a Transport layer port was unreachable.

2.14-TheTransport Layer

The purpose of the Trangport layer is to provide a transparent communication service to the
applications of the layer above. In the TCP/IP stack this service is provided by one of two
protocols, the User Datagram Protocol (UDP [20]) or Transmission Control Protocol (TCP
[29]). Although both of these protocols aim to provide the same basic service, they do so in

entirely different ways.

UDPisan unreliable, connectionless service. It provides no guarantee the datawill arrive at
its intended destination or what state it will be in when it gets there. Although integrity checks
are an optional part of the implementation in the form of checksums, this does not make it
reliable. Any packet failing an integrity check is simply dropped without any notification to

the Application layer, or attempt at retransmission.



Section 2.1.4 The Transport Layer

Conversely, TCP isareliable, connection-oriented service. It provides areliable byte stream
service to the Application layer by requiring caching of transmitted packets while waiting for
them to be acknowledged by the recipient. If no acknowledgement is received the packet is

assumed |ost and retransmitted.

UDPistypicaly only used to provide alow latency, high throughput service where reliability
isnot essential. Approximatley 80% [13] of Internet traffic is sent via TCP.

The Transport layer is aso responsible for linking incoming datagrams to applications, it does
this by the use of port and address numbers. Each datagram arriving at this layer contains a
source and destination port number, these numbers are used to identify the sending and
receiving applications. These port numbers, along with the source and destination 1P
addresses identify each connection. This unique identifier (consisting of two port numbers

and two I P addresses) is often referred to as a socket.

2.1.5-TheApplication Layer

Whilst the lower layers are responsible for moving data around the network efficiently, the
Application layer is where the data originates and usually also where it ends up. This covers
all user interaction, such as the world wide web (HTTP), email (SMTP, POP) and file transfer
(FTP, TFTP). The abstraction provided by the lower layers makes tasks such as checking

email seem trivial, even though the work going on underneath isfar fromit.

In most operating systems, protocols below the Application layer are integral features of the
operating system itself, implemented as part of the kernel, while Application layer tasks are
typically performed by user processes. Whether the application acts as a server or aclient, it
has little or no knowledge of the networking process. It simply reads and writes to the

Transport layer in much the same way asiif it were afile on the local system.

One of the most common Application layer protocolsis HTTP, carrying all WWW traffic.
When combined with a markup language, such asHTML, HTTP is an excellent means of
providing a user interface. Not only can information be easily presented to the user, but the
user can transfer data back to the server with the use of HTML forms or hyperlinks. Thistwo
way communication is extremely useful in providing remote control and management

facilities.



Section 2.2 The PICmicrofi Microcontroller

2.2-ThePICmicrofi Microcontroller
A microcontroller provides al of the key components of a computer, on a single microchip.
They are predominantly used in the production of low-cost high-volume devices, and can be

found anywhere from atoaster toaBMW.

To many people acomputer is the cream coloured box under the desk, and a processor is the
thing inside the cream coloured box under the desk. But 32-bit processors such asthose in
personal computers (Intel Pentium 4, AMD Athlon) account for less than 10% of processors
sold worldwide [9]. Over half of al processors sold are small 8-bit chips, most of which are
destined for embedded devices. Despite this large share of the market, 8-bit processors
account for less than 15% of the market value, because they are so cheap in comparison to the

larger processors.

Thefaling price of electronic devicesin line with their decreasing size and increasing
capabilities, is acting as a catalyst for many new technologies. The PICmicrofi used for this
project is among the best specified in the Microchip range, yet it is available for around £3 in

large quantities.

PIC18F452/252 Specification

Maximum clock rate 40MHz

Data memory (RAM) 1536 bytes
Program Memory (ROM) 16384 words
Serial 1/0 capability USART, SPI, I1C

Clearly the resources available within this environment are many orders of magnitude smaller
than those of atypical Internet server. While this limits the scope of software development, it
provides enough support for countless possible applications.

10



Section 2.3 Existing TCP/IP Implementations

2.3 - Existing TCP/IP I mplementations

There are anumber of existing TCP/IP implementations designed specifically with embedded
devicesin mind, they usually fall into one of two categories; those developed by students or
enthusiats as a project, and those developed as a commercial product. The protocol stacks are
aimed at target architectures from tiny 8-bit microcontrollers to 32-bit embedded processors,
with data memory (RAM) requirements ranging from afew tens of bytesto several

megabytes.

When developing a TCP/IP implementation for a system with very limited resources, it is
often necessary to remove some functionality in order to conserve vital memory. Where these
savings are made is usually dependant on the amount of memory available, and the
requirements of the implementation. Less memory typically means more drastic (and

potentially crippling) shortcuts are taken.

The most basic step taken to simplify a network protocol stack isto tailor it heavily to suit the
intended use. By doing this, the parts of protocols not required by the intended application can
be left out of the implementation. While this may seem like a sensible limitation, it can
severely impair the portability and scalability of the software. These kind of basic limitations
can be seen most obviously in the smallest TCP/IP implementations, such asthe IPic [10].
The IPic has become well known for being able to serve web pages from atiny
microcontroller using only 256 bytes of program memory. Although there is no source code
available for this project, it can only be assumed thisis a highly tailored implementation. The
IPic serves only static pages and it is thought to store pre-computed | P and TCP headers,

including checksum fields which would require little adjustment prior to transmission.

Another common limitation isto remove the ability of the IP layer to handle fragmentation
and reassembly. Storing one fragment while waiting for the rest is often not possible due to
severe memory limitations. Adam DunkelsCul P for 8- and 16-bit microcontrollers imposes
this limitation [25], as does the PICmicro stack by Jeremy Bentham [26]. Most of the
implementations which support 1P fragmentation often require more data memory than can be
offered by asmall microcontroller, such asthe KADAK KwikNet TCP/IP Stack requiring
over 4Kb of data memory [27].

11



Section 2.3 Existing TCP/IP Implementations

The protocol implementation which usually suffers the most within aresource limited system
is TCP, asthis usually makes up alarge proportion of the code size. Many savings are made
by smply leaving out some of the features of TCP, or severely limiting the scope of the
features.

Limiting the number of simultaneous connections handled by TCP is can be a simple method
of reducing data and program memory requirements. While the smaller implementations
support only one connection, implementations with slighly more memory available limit the
simultaneous connections to a pre-defined maximum. The Texas Instruments MP430 TCP/IP
stack [21] uses much of its 2Kb of data memory to buffer an outgoing packet, the packet is
then left in memory until it is acknowledged. Whilst allowing for retransmission if necessary,
this method only permits one connection at atime. The Texas Intruments implementation also
provides no support for 1P fragmentation and does not perform any checksumming on
incoming data. In other implementations, such as the Internet-on-chipd from LiveDevices
[28], alimit on simultaneous connectionsis only imposed by the amount of memory

available.

Any commercial embedded TCP/IP implementations tend to be developed on systems with
more resources available by either using a more capable microcontroller, or external
memory chips to extend the resources of alimited device. This means they can implement
more features of the TCP/IP stack, without the need to take some of the drastic resource
limiting measures taken by some other implementations. The more standards compliant the

deviceis, the more marketable it becomes.

12



DEVELOPMENT TOOLS

3.1- The C Development Environment

Asisthe case for many network protocol implementations, all of the code for this project was
written in C. While every effort was made to make the code platform independent, it was at
times necessary to take advantage of many of the hardware features offered by the

PICmicrofi microcontroller. Additionally, standard x86 compatible compilers (such as GCC

[12]) are unable to generate code targeted for the 16-bit PICmicrofi platform.

T

T = e
3|

code editor

s saemnna: watch window
3E§'.' ————— file registers
: ' program memaory

file listing — - ——— —— __
I= e stack position

program information

Figure 3.1 OThe WIZ-C development environment

In light of this, aPICmicrofi specific compiler and development environment from Forest
Electronic Developments [15] was used. Aswell asa C compiler, the development
environment provides simulation of a PICmicrofi with all the usual debugging tools, such as
breakpoints and watch variables. While the simulation was helpful in getting started
(establishing a serial connection and developing the SLIP driver), it soon became necessary to

interact within areal TCP/IP network environment.

Use of ahigher level language undoubtedly allowed for faster development, although the
compiler and development environment introduced some unexpected complications. Several
bugs were found within the development environment and library routines, many of which
stalled development considerably. To reduce time spent waiting for afix, some of the more
troublesome bugs were fixed and a patch sent to the product vendor. On several occasionsit
was hecessary to employ non-standard procedures, often abandoning functions entirely due to
their unpredictable behaviour. A good example of thisisthe function, which

currently does not work for the P18F4X X2 family of microcontrollers.

13



Section 3.2 ThelIn-Circuit Debugger

3.2 0ThelIn-Circuit Debugger

The In-Circuit Debugger (ICD) allows for real time hardware monitoring, utilising the in-
circuit debugging capability of FLASH microcontrollers. Breakpoints can be set at any
instruction, the program can be single stepped, registers can be inspected and their values

changed; all while the program is running on the hardware itself.

Setting a break point on aparticular event call, such as an ICMP echo request, causes the ICD
to halt the running of the program on the MCU itself, and update any registers or watch
variables within the WIZ-C development environment. A combination of this method and the
use of network analysis tools running on the machine issuing the ICMP request (or an

intermediate host), allows for the quick verification of software running on the MCU inred

time.
development board
PICmicro
ICD unit
to WIZ-C network

connection

Figure 3.2 - In-Circuit Debugger and Development Board

The ICD has been an invaluable tool thoughout every stage of development, providing insight
into software bugs when there seemed no logical explanation. A microcontroller can be a
difficult device to work with if the only evidence of abug in software is the fact it doesn(d

work.

14



Section 3.3 The Development Board

3.3 - The Development Board

As the impetus of this project is on software rather than hardware, a pre-built development
board was used to expedite the software development process. The development board
supports al 40 pin 16 and 18 series PICs (including the 18F452), and is shown in [Figure 3.2]
with the ICD unit attached.

3.4 - The PICmicro® Programmer
Thistool isrequired to load the assembled machine code onto the microcontroller. It isa
hardware and software combination; the hardware connects to the PC via a standard seria

port.

Figure 3.3 —PIC programmer, hardware Figure 3.4 - PIC programmer, software

Thistool provided its own complications. A PICmicro® contains a set of ‘ configuration

fuses’ which are used to control various parameters of the microcontroller operation, such as
oscillator source and type. If the fuses are incorrectly set, the device will not run as expected.
Unfortunately the programmer software does not provide any user interface for the setting of
these fuses on the P18FXX2. The user must set them by calculating and inputting seven four

digit hex numbers, so asimple Visual Basic program was written to cal culate these values.

Figure 3.5 - Setting of configuration parameters
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